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Introduction
The successful implementation of high standards of compliance is a crucial factor that contributes
to the continued success of, and public confidence in, life insurance companies and advisors doing
business in Canada. The establishment and implementation of an effective compliance program will
determine how we are perceived by various stakeholder groups with the financial industry,
including our clients, the advisors, the policyholders, our employees, our suppliers, regulators and
the public at large. These stakeholders are aware that higher standards of compliance are
increasingly being expected of both private and public Canadian companies.
The objective of this manual, therefore, is to clarify and promote compliance excellence within our
organization through (i) high standards of competence, accountability, and disclosure; (ii)
compliance with legal regulations; and (iii) consistency with best corporate governance practices.
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Recruiting and Selection
EXPERIENCED

NEW TO THE INDUSTRY

1. 1st Interview: introduce and showcase the
competitive advantage of CF.
2. 2nd Interview: expectations/screening/P100
3. 3rd Interview: decision (subject to the
following)
4. Green Grass report ordered
5. Screening: If the following issues apply to a
candidate, he/she will not be considered.
 Compliance record
 Debit with carrier
 Production less than $20,000 FYC/yr
 Integrity/commitment/discipline
 Two transfers in the past three years
 Credit and Criminal Record (ICBC)
6. Exceptions to point 5
 Investigation of compliance record by
Chief Compliance Officer
 No exception for debit
 Less than required production or
excessive transfers
 Provide a formal business plan
 Discuss with RVP or CEO

1. 1st Interview/Seminar: introduce the career
opportunities with CF
2. Invitation to CF seminar
3. 2nd Interview:
expectations/screening/evaluation/P100
4. Launch 500/Decision of Hiring
5. Pass LLQP and start CF mentoring program
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Financial Solvency
Our current regulatory environment requires all professionals involved with the financial services
industry to maintain the highest standard of compliance constantly.
All contracts with insurance carriers that an Advisor has requires that the Advisor complies with each
carrier’s policies as specified in each contract, and also require that such carrier ensures that their
contracted Advisors comply with the requirements of the Insurance Act and the regulatory environment
in the Province or Territory in which you operate.
One of the responsibilities that belong with the holding of these insurance representation contracts is
the continuing financial solvency of the licensed practitioner; regulators also require notifications of
solvency problems.
A licensee must notify the Insurance Council of BC within 5 business days where the licensee or any
business the licensee owns or has participated in as a director, officer or partner:
1. Disciplined by any financial sector regulator, or any professional or occupational body;
2. Declares bankruptcy;
3. Has any judgment rendered about any insurance activities, fraud or breach of trust; or;
4. Is charged or convicted of any criminal offense or any offense under law or any jurisdiction, excluding
traffic offenses resulting in monetary fines only.
More specifically, some of our carriers’ solvency policy prevents the continuance of a representation
contract in the events of bankruptcy declaration or entering a consumer proposal.
All advisors need to inform:
1) The Insurance Council
2) All contracted insurance carriers
3) CF Canada Financial Group Inc.
in the event of such occurrences, within 5 business days.
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Guidelines for Marketing Materials
Our current regulatory environment requires all professionals involved with the financial services
industry to maintain the highest standard of compliance constantly.
One of the key responsibilities relates to the holding out to the public with regards to the products
and services we offer. One crucial part of this holding out refers to any printed or electronic material
describing or representing the nature of such products and services.
It is imperative that any such material never contains any intentional or unintentional
misrepresentation or misleading information.
It is strongly advised to follow CF guidelines in the printing of your business cards.
In the case where another material is concerned, CF recommends limiting the distribution of such
materials to the printed and approved publications of our carrier companies which are widely
available from the CF offices and the carriers themselves.
Further, any use of company logo or trademark requires the approval and consent of the companies
themselves and must be submitted in writing to the companies for approval.
In no case should these logos and trademarks or company references be used without the express
approval and consent for each specific usage.
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Monitoring and Investigation
CF Canada Financial will maintain a regular monitoring process through its internal procedures and
through its staff to ensure that compliance procedures are maintained in all its operations and the
operations of the Independent Advisors that submit business through CF Canada Financial.
While responding to all complaints brought to the attention of CF Canada Financial and its staff,
our process will monitor indicators of possible compliance issues other than complaints:
Some of these indicators will be:
1. Missing/suspicious/inappropriate signing of documents
2. Missing/inappropriate witnessing
3. Suspicious/missing ID
4. Cash transactions
5. Excessive replacement activities
6. Excessive lapses
7. Signed blank forms
8. Unlicensed advisors
9. Evidence of fronting
9.1.1. Definition
There are two kinds of Fronting:
1. The Advisor submits an application on behalf of another licensed person who is not
authorized to represent that particular company
2. The Advisor submits an application on behalf of an unlicensed person.
In addition to monitoring indicators, CF will perform random checks for valid Licenses and valid
E&O.
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Complaint Handling Procedures
The following outlines CF Canada Financial policies and procedures for dealing with complaints to
ensure that complaints are dealt with promptly and fairly.
A “complaint” is deemed to include an alleged grievance involving CF Canada Financial or a CF Canada
Financial Advisor in the form of:

1. Any written statement, including electronic communications, of a client, or any person acting on
behalf of a client, or of a prospective client involving matters that occurred while the Financial
Advisor was contracted with CF Canada Financial
2. Any written or verbal statement from any person alleging:
2.1. Theft, fraud, misappropriation of funds or insurance, forgery, money laundering, market
manipulation, insider trading, misrepresentation, or unauthorized trading;
2.2. Insurance-related business outside of CF Canada Financial;
2.3. An undeclared conflict of interest arising from an occupation outside of CF Canada Financial;
2.4. Personal financial dealings with a client
3. Any other verbal statement of grievance from a client for which the nature and severity of the
client’s allegations will warrant, in the professional judgment of CF Canada Financial’ supervisory
staff handling the complaint, the same treatment as a written complaint.
Send Complaints to:
CF Canada Financial
1188 – 1095 West Pender Street
Vancouver, BC
V6E2M6
Attention: Compliance Officer
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To ensure that CF Canada Financial provides an equitable process for the handling of complaints, the
following procedure has been established:
Responding to Complaints:

1. Ensure that your area is the appropriate area to handle the complaint. If not, immediately refer
to your direct Manager and CF Compliance Department.
2. An acknowledgment letter (Appendix C) is to be sent to the complainant within a maximum of
10 days (ideally, within 5 days) of receipt of the complaint.
3. CF will strive to resolve the complaint within 45 days from the date it was received. A
complainant is to be informed no later than 15 days after a complaint has been dealt with, the
reasons for the decision reached, the details of any proposed resolution as well as details of
further avenues available for the person i.e. external dispute resolution bodies available.
4. Upon receipt of a written complaint or a verbal statement of grievance, CF Canada Financial’
Compliance Department will immediately record the complaint in the complaint log (Please see
attached form). If the complaint cannot be handled immediately (investigation required), CF will
send an initial response letter in the form attached as Schedule “A” within five (5) business days
of receipt of the written complaint.
5. CF Canada Financial will notify the applicable CF Canada Financial Advisor and respective
Manager about the complaint and, where appropriate and/or possible, request their information
and documentation with respect to the complaint.
6. Where the complaint involves allegations of serious misconduct, breach of privacy or is a legal
action, CF Canada Financial’ Compliance Department will make senior management aware of the
complaint.
7. In all such cases, if the complaint involves (a) the business of one of CF’s contracted Product
Provider Companies or (b) the suitability of the contracted advisor, CF will notify the Provider
Company Compliance Department about the complaint.
8. CF Canada Financial’ Compliance Department will commence its investigation and analysis of
the allegations raised in the complaint with intending to provide a substantive response to the
client or individual within 90 days of receipt of the written complaint.
9. With respect to the investigation and analysis, CF Canada Financial’ Compliance Department will
gather the facts, information and documentation where possible from the applicable and/or
available sources within CF Canada Financial and/or elsewhere and objectively consider the
complaint.
10. Complaints will not be dismissed based on any predetermined factors; rather each complaint
will be considered individually on its own merits. In gathering the facts, CF Canada Financial may
contact the client or individual to request additional information required to resolve the
complaint.
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11. Once the investigation has been completed, the substantive response letter will be prepared.
12. Depending on the nature of the alleged grievance, the proposed response will be reviewed by CF
Compliance Department and if appropriate, CF’s Executive Management.
13. Each substantive response letter will include an outline of the complaint and CF Canada
Financial’s substantive decision on the complaint, including the reasons for the decision.
14. CF Canada Financial’ substantive response letter will be sent to the client by regular letter mail
or, in some instances, by courier. CF Canada Financial will continue to proactively address
further communication from the client or individual as appropriate in a timely manner until no
further action is deemed to be required by CF Canada Financial in its professional judgment.

Schedule “A”
[CF CANADA FINANCIAL LETTERHEAD]
[Date]
[Client Name]
[Address]

Dear Client Name:
CF Canada Financial acknowledges receipt on [Month, Day, Year] of your letter of complaint dated [Month,
Day, Year].
We are investigating your complaint and will respond to you with the results of our investigation. CF
Canada Financial endeavors to provide substantive responses to client complaints within 90 days of receipt.
This timeline may be extended where we have requested additional information from you or if your
complaint requires an extensive amount of fact-finding or complex legal analysis. In instances where the
timeline is extended, CF Canada Financial will keep you apprised of the status of your complaint.
[Include request for any additional reasonable information required to resolve the complaint if known
at this time]
If at any time you would like to inquire about the status of your complaint or provide CF Canada Financial
with any additional information or documentation relating to your complaint, please feel free to contact
me at the mailing address noted below, by [telephone, fax and e-mail co-ordinates]. Yours truly,
[Name]
Manager, Complaints, and Regulatory Investigations enclosed.
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Code of Conduct
CF Canada Financial expects all CF contracted advisors to follow the Code of Conduct of the
Province(s) and Territories the advisors are licensed.
In addition, advisors are expected to also follow the Codes of Conduct as required by their contractual
obligations with the Carriers they hold contracts with and represent in the field.
Please review the Insurance Council of British Columbia “Code of Conduct “requirements

Disclosure at Point of Sale
There are six types of information that require WRITTEN DISCLOSURE to the client at the time of sale:
1. Company(ies) with which the advisor places or recommends business
2. Nature of relationship with insurer(s) providing product
3. How the advisor is compensated
4. If the advisor may be eligible for additional compensation (cash or nonmonetary, such as

qualifier conferences)
5. Conflicts of interest
6. Other information that you might wish to include:
• license(s) held
• signature of agent
• signature of client

Disclosure is often addressed in the application forms printed by insurance carriers, however, it is
often in the form of an assertion that such information has been separately provided to the client thus
leaving the agent still responsible for providing the information in writing.
While a basic disclosure statement can be obtained from the CLHIA website, CF Canada Financial
provides advisors with sample engagement letters that contain the required information as well as the
standards of engagement with a client and a positive marketing message to qualify the Agent's
professionalism.
The following forms are necessary at point of sale situation:
-

Know your client profile
Reason why letter
Sales charge disclosure
Leverage risk disclosure
Engagement letter
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Continuing Education
All Life Insurance licensees are required to meet the continuing education requirements outlined
below for each license year. A license year runs from 01JUN to 31 MAY annually. If a licensee has been
licensed for any part of a license year, the individual must meet the full number of continuing
education requirements, whether the license was active or inactive.
Below is information on a licensee’s requirement to maintain records and on Council audits. At the end
of this page are links to each of the continuing education programs (hours and types of education
required) for each class of license.
If you are a non-resident of British Columbia, you must meet the same requirements as a resident,
with some exceptions and additions. Read this NON-RESIDENTS Information Page.
Requirements to Maintain Records






Licensees must ensure they have a valid record of course completion. Check with the course
provider in advance to see if one is provided. If not, bring a form with you and ask the
facilitator to sign it at the end of the session. When attending a conference with a number of
different seminars, bring a summary sheet listing seminar titles, dates and hours and have
each presenter sign at the end. A payment receipt will not be considered proof of attendance.
You must have attended the full seminar or course.
Keep your proof of attendance records in a specific continuing education file, along with
sufficient information on how the credit hours were determined. This includes topic outlines,
the presenter’s name and qualifications and the times and dates. Some of this information may
be in the course material.
Records to support continuing education must be kept for five years from the end of the
license period for which the education was used. Random audits are conducted. If you do not
have the supporting documentation, Council may take disciplinary action, including
invalidating the license filing.

Continuing Education Audits
When audited, licensees will be asked to provide proof of completion or attendance for the continuing
education taken. Original proof of attendance records will be required. Where a course or seminar was
given by other than a RECOGNIZED EDUCATION PROVIDER, licensees must include sufficient
information for Council to determine the content and length of the education as required under the
Continuing Education Program. Licensees are expected to make a timely response to audit requests.
Once the audit is completed, all original documents will be returned.
Life Insurance Continuing Education
1. Number of Hours Required:
 For each license year or portion thereof, commencing with license year 01JUN2008 through 31
MAY 2009:
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if you have an approved designation* you must have 5 technical hours of continuing education;
OR
if you have been licensed as a life insurance agent for at least 5 of the last 7 years in a Canadian
jurisdiction, and you do not have an approved designation you must have 10 technical hours of
continuing education; OR
if you have not been licensed as a life insurance agent for at least 5 of the last 7 years in a
Canadian jurisdiction and you do not have an approved designation you must have 15
technical hours of continuing education.

*Approved Designations: CFP, CLU, CHS, FCIA, FLMI and CEBS. Designations from other countries will
be considered where it is demonstrated to Council they are equivalent to one of the approved
Canadian designations.
NOTE: Some designations (CLU, FCIA, and CFP) require the holder to keep the designation in good
standing by completing continuing education each year. If you hold such a designation and can
demonstrate to Council your designation is in good standing, you are “exempt” from Council’s
continuing education requirements.
2. Content:
The only technical material will qualify for continuing education. Technical education directly relates
to:
•

life insurance products

•

financial planning provided the education is geared to life insurance and not a non-insurance
sector, such as securities or mutual funds

•

compliance with insurance legislation and requirements such Council's Code of Conduct,
Council Rules, the Insurance Act, privacy legislation and anti-terrorism/money laundering
legislation

•

ethics

•

E&O

3. Structure:
The education must take place in a structure dedicated to learning. Day-to-day business or
professional reading does not qualify. However, a separate training meeting to review the details of a
specific product line may qualify, but regular staff meetings that cover a myriad of topics do not.
4. Facilitator:
The facilitator is expected to be fully qualified. You can usually verify this through a course or
promotional materials.
5. Time:
One hour of instruction is equal to one hour of continuing education credit, subject to a one-hour
minimum. Breaks are excluded and you must attend the complete course or seminar.
In addition:
•

No course can be accredited for more than 15 hours;

•

There is a daily maximum of 7 hours; and

•

Where a course involves an exam, you must successfully pass the exam.

6. Carry Forward
Commencing 01JUN2008, excess credits cannot be carried over into the next license period.
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Principles and Procedures
CF Canada Financial will endeavor to respect and maintain the privacy and confidentiality of all
personal information collected as part of the requirements of conducting our Insurance and Financial
business.
We will abide by the ten principles of privacy as quoted in the guidelines by the Office of the Privacy
Commissioner.
Further, we will follow our documented Complaint Handling Procedures to resolve any complaint,
issue, and grievance.
Where appropriate, if the complaint involves allegations of serious misconduct, breach of privacy or is
a legal action, CF Canada Financial’s Compliance Department will make senior management aware of
the complaint.
In all such cases, if the complaint involves (a) the business of one of CF’s contracted Product
Provider Companies or (b) the suitability of the contracted advisor, CF will notify the
Provider Company Compliance Department about the complaint
An organization is responsible for the protection of personal information and the fair handling of it at
all times, throughout the organization and in dealings with third parties. Care in collecting, using and
disclosing personal information is essential to continued consumer confidence and goodwill.
The 10 principles that businesses must follow are:

1.

Accountability

2.

Identifying purposes

3.

Consent

4.

Limiting collection

5.

Limiting use, disclosure, and retention

6.

Accuracy

7.

Safeguards

8.

Openness

9.

Individual access

10.

Challenging compliance
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1. Be accountable
Your Responsibilities
Comply with all 10 of the principles of Schedule 1.
Appoint an individual (or individuals) to be responsible for your organization's compliance.
Protect all personal information held by your organization or transferred to a third party for
processing.
Develop and implement personal information policies and practices.

2. Identify the purpose
Your organization must identify the reasons for collecting personal information before or at the time of
collection.
Your Responsibilities
Before or when any personal information is collected, identify why it is needed and how it will be used.
Document why the information is collected.
Inform the individual from whom the information is collected why it is needed.
Identify any new purpose for the information and obtain the individual's consent before using it.

3. Obtain consent
Your Responsibilities
Inform the individual in a meaningful way of the purposes for the collection, use or disclosure of
personal data.
Obtain the individual's consent before or at the time of collection, as well as when a new use is
identified.

4. Limit collection
Your Responsibilities
Do not collect personal information indiscriminately.
Do not deceive or mislead individuals about the reasons for collecting personal information.

5. Limit use, disclosure, and retention
Your Responsibilities
Use or disclose personal information only for the purpose for which it was collected, unless the
individual consents or the use or disclosure is authorized by the Act.
Keep personal information only if necessary to satisfy the purposes.
Put guidelines and procedures in place for retaining and destroying personal information.
Keep personal information used to make a decision on a person for a reasonable time period. This
should allow the person to obtain the information after the decision and pursue redress.
Destroy, erase or render anonymous information that is no longer required for an identified purpose
or a legal requirement.
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6. Be accurate
Your Responsibilities
Minimize the possibility of using incorrect information when deciding on the individual or when
disclosing information to third parties.

7. Use appropriate safeguards
Your Responsibilities
Protect personal information against loss or theft.
Safeguard the information from unauthorized access, disclosure, copying, use or modification.
Protect personal information regardless of the format in which it is held.

8. Be open
Your Responsibilities
Inform customers, clients, and employees that you have policies and practices for the management of
personal information.
Make these policies and practices understandable and easily available.

9. Give individuals access
Your Responsibilities
When requested, inform individuals if you have any personal information about them.
Explain how it is or has been used and provide a list of any organizations to which it has been
disclosed.
Give individuals access to their information.
Correct or amend any personal information if its accuracy and completeness are challenged and found
to be deficient.
Provide a copy of the information requested, or reasons for not providing access, subject to exceptions
set out in Section 9 of the Act (see page 18).
An organization should note any disagreement on file and advise third parties where appropriate.
10. Provide recourse
Your Responsibilities
Develop simple and easily accessible complaint procedures.
Inform complainants of their avenues of recourse. These include your organization's complaint
procedures, those of industry associations, regulatory bodies and the Office of the Privacy
Commissioner of Canada.
Investigate all complaints received.
Take appropriate measures to correct information handling practices and policies.
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Key Steps to Follow in Responding to
Privacy Breaches
1) Breach Containment and Preliminary Assessment
2) Evaluate the Risks
3) Notification
4) Prevention of Future Breaches
Purpose
The purpose of this document is to provide guidance to financial agencies and advisors when a privacy
breach occurs. Financial agencies and advisors should take preventative steps before a breach
occurring by having reasonable policies and procedural safeguards in place and conducting necessary
training. This guideline is intended to help financial agencies and advisors take the appropriate steps
in the event of a privacy breach and to provide guidance in assessing whether notification to affected
individuals is required. Not all steps may be necessary, or some steps may be combined.
What is a privacy breach?
A privacy breach occurs when there is unauthorized access to collection, use, or disclosure of personal
information. Such activity is “unauthorized” if it occurs in contravention of applicable privacy
legislation, such as PIPEDA, or similar provincial privacy legislation. Some of the most common privacy
breaches happen when personal information of customers, patients, clients or employees is stolen, lost
or mistakenly disclosed (e.g., a computer containing personal information is stolen or personal
information is mistakenly emailed to the wrong people). A privacy breach may also be a consequence
of a faulty business procedure or operational break-down.
Four key steps in responding to a privacy breach
There are four key steps to consider when responding to a breach or suspected breach: (1) breach
containment and preliminary assessment; (2) evaluation of the risks associated with the breach;(3)
notification; and (4) prevention. Be sure to take each situation seriously and move immediately to
investigate the potential breach. You should undertake steps 1, 2 and 3 either simultaneously or in
quick succession. Step 4 provides recommendations for longer-term solutions and prevention
strategies. The decision on how to respond should be made on a case-by-case basis.
Associated with this guideline is a checklist that financial agencies and advisors can use to help ensure
they have made the appropriate considerations in dealing with a possible privacy breach.
Step 1: Breach Containment and Preliminary Assessment
You should take immediate common sense steps to limit the breach:
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•

Immediately contain the breach (e.g., stop the unauthorized practice, recover the records, shut
down the system that was breached, revoke or change computer access codes or correct
weaknesses in physical or electronic security).

•

Designate an appropriate individual to lead the initial investigation. This individual should
have appropriate scope within the organization to conduct the initial investigation and make
initial recommendations. If necessary, a more detailed investigation may subsequently be
required.

•

Determine the need to assemble a team which could include representatives from appropriate
parts of the business.

•

Determine who needs to be made aware of the incident internally, and potentially externally, at
this preliminary stage. Escalate internally as appropriate, including informing the person
within your organization responsible for privacy compliance.

If the breach appears to

involve theft or other criminal activity, notify the police.
•

Do not compromise the ability to investigate the breach. Be careful not to destroy evidence that
may be valuable in determining the cause or allow you to take appropriate corrective action.

Step 2: Evaluate the Risks Associated with the Breach
To determine what other steps are immediately necessary, you should assess the risks associated with
the breach. Consider the following factors in assessing the risks:
(i) Personal Information Involved
•

What data elements have been breached?

•

How sensitive is the information? Generally, the more sensitive the information, the higher the
risk of harm to individuals. Some personal information is more sensitive than others (e.g.,
health information, government-issued pieces of identification such as social insurance
numbers, driver’s licence and health care numbers, and financial account numbers such as
credit or debit card numbers that could be used in combination for identity theft). A
combination of personal information is typically more sensitive than a single piece of personal
information. However, sensitivity alone is not the only criteria for assessing the risk, as
foreseeable harm to the individual is also important.

•

What is the context of the personal information involved? For example, a list of customers on a
newspaper carrier’s route may not be sensitive. However, the same information about
customers who have requested service interruption while on vacation may be more sensitive.
Similarly, publicly available information such as that found in a public telephone directory may
be less sensitive.

•

Is the personal information adequately encrypted, anonymized or otherwise not easily
accessible?

•

How can the personal information be used? Can the information be used for fraudulent or
otherwise harmful purposes? The combination of certain types of sensitive personal
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information along with name, address, and date of birth suggest a higher risk due to the
potential for identity theft.
An assessment of the type of personal information involved will help you determine how to respond to
the breach, who should be informed, including the appropriate privacy commissioner(s), and what
form of notification to the individuals affected, if any, is appropriate. For example, if a laptop
containing adequately encrypted information is stolen, subsequently recovered and investigations
show that the information was not tampered with, notification to individuals may not be necessary.
(ii) Cause and Extent of the Breach
•

To the extent possible, determine the cause of the breach

•

Is there a risk of ongoing breaches or further exposure of the information?

•

What was the extent of the unauthorized access to or collection, use or disclosure of personal
information, including the number and nature of likely recipients and the risk of further access,
use or disclosure, including via mass media or online?

•

Was the information lost or was it stolen? If it was stolen, can it be determined whether the
information was the target of the theft or not?

•

Has the personal information been recovered?

•

What steps have already been taken to mitigate the harm?

•

Is this a systemic problem or an isolated incident?

(iii) Individuals Affected by the Breach
•

How many individuals’ personal information is affected by the breach?

•

Who is affected by the breach: employees, contractors, the public, clients, service providers,
other financial agencies, and advisors?

(iv) Foreseeable Harm from the Breach
•

In assessing the possibility of foreseeable harm from the breach, have you considered the
reasonable expectations of the individuals? For example, many people would consider a list of
magazine subscribers to a niche publication to be potentially more harmful than a list of
subscribers to a national newspaper.

•

Who is the recipient of the information? Is there any relationship between the unauthorized
recipients and the data subject? For example, was the disclosure to an unknown party or to a
party suspected of being involved in a criminal activity where there is a potential risk of
misuse? Or was the recipient a trusted, known entity or person that would reasonably be
expected to return the information without disclosing or using it?

•

What harm to the individuals could result from the breach? Examples include:
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o

•

security risk (e.g., physical safety); o identity theft; o financial loss; o loss of business or
employment opportunities; or o humiliation, damage to reputation or relationships.

What harm to the organization could result from the breach? Examples include:
o

loss of trust in the organization; o loss of

assets; o financial exposure; or o legal
proceedings (i.e., class action suits).
•

What harm could come to the public as a result of notification of the breach? The harm that
could result in includes:
o

The risk to public health; or o risk to public safety.

Step 3: Notification
Notification can be an important mitigation strategy that has the potential to benefit both the
organization and the individuals affected by a breach. If a privacy breach creates a risk of harm to the
individual, those affected should be notified. Prompt notification to individuals in these cases can help
them mitigate the damage by taking steps to protect themselves. The challenge is to determine when
notices should be required. Each incident needs to be considered on a case-by-case basis to determine
whether privacy breach notification is required. Financial agencies and advisors are also encouraged
to inform the appropriate privacy commissioner(s) of material privacy breaches, so they are aware of
the breach.
The key consideration in deciding whether to notify affected individuals should be whether the
notification is necessary in order to avoid or mitigate harm to an individual whose personal
information has been inappropriately accessed, collected, used or disclosed. Financial agencies and
advisors should also take into account the ability of the individual to take specific steps to mitigate any
such harm.
(i) Notifying Affected Individuals

Financial agencies and advisors should consider the following factors when deciding whether to notify:
•

What are the legal and contractual obligations?

•

What is the risk of harm to the individual?

•

Is there a reasonable risk of identity theft or fraud (usually because of the type of information
lost, such as an individual’s name and address together with government-issued identification
numbers or date of birth)?

•

Is there a risk of physical harm (if the loss puts an individual at risk of physical harm, stalking
or harassment)?

•

Is there a risk of humiliation or damage to the individual’s reputation (e.g., when the
information lost includes mental health, medical or disciplinary records)?
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•

What is the ability of the individual to avoid or mitigate possible harm?

(ii) When to Notify, How to Notify and Who Should Notify

At this stage, you should have as complete a set of facts as possible and have completed your risk
assessment in order to determine whether to notify individuals.
When to notify: Notification of individuals affected by the breach should occur as soon as reasonably
possible following assessment and evaluation of the breach. However, if law enforcement authorities
are involved, check with those authorities whether notification should be delayed to ensure that the
investigation is not compromised.
How to notify: The preferred method of notification is direct – by phone, letter, email or in person – to
affected individuals. Indirect notification – website information, posted notices, media – should
generally only occur where direct notification could cause further harm, is prohibitive in cost or the
contact information for affected individuals is not known. Using multiple methods of notification in
certain cases may be appropriate. You should also consider whether the method of notification might
increase the risk of harm (e.g., by alerting the person who stole the laptop of the value of the
information on the computer).
Who should notify: Typically, the organization that has a direct relationship with the customer, client
or employee should notify the affected individuals, including when the breach occurs at a third party
service provider that has been contracted to maintain or process the personal information. However,
there may be circumstances where notification by a third party is more appropriate. For example, in
the event of a breach by a retail merchant of credit card information, the credit card issuer may be
involved in providing the notice since the merchant may not have the necessary contact information.
(iii) What should be Included in the Notification?

The content of notifications will vary depending on the particular breach and the method of
notification chosen. Notifications should include, as appropriate:
•

Information about the incident and its timing in general terms;

•

A description of the personal information involved in the breach;

•

A general account of what the organization has done to control or reduce the harm;

•

What the organization will do to assist individuals and what steps the individual can take to
avoid or reduce the risk of harm or to further protect themselves. Possible actions include
arranging for credit monitoring or other fraud prevention tools, providing information on how
to change a social insurance number (SIN), personal health card or driver’s licence number. For
example, to obtain a new SIN
HTTP://www1.servicecanada.gc.ca/en/cs/sin/0200/0200_010.shtml;

•

Sources of information designed to assist individuals in protecting against identity theft
(e.g., online guidance on the Office of the Privacy Commissioner’s
website HTTP://www.priv.gc.ca/resource/ii_4_01_e.cfm and Industry Canada website
athttp://strategis.ic.gc.ca/epic/site/oca-bc.nsf/en/h_ca02226e.html);
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•

Providing contact information of a department or individual within your organization who can
answer questions or provide further information;

•

If applicable, indicate whether the organization has notified a privacy commissioner’s office
and that they are aware of the situation;

•

Additional contact information for the individual to address any privacy concerns to the
organization; and

•

The contact information for the appropriate privacy commissioner(s).

Be careful not to include unnecessary personal information in the notice to avoid possible further
unauthorized disclosure.
(iv) Others to Contact
•

Privacy Commissioners: financial agencies and advisors are encouraged to report material
privacy breaches to the appropriate privacy commissioner(s) as this will help them respond to
inquiries made by the public and any complaints they may receive. They may also be able to
provide advice or guidance to your organization that may be helpful in responding to the
breach. Notifying them may enhance the public’s understanding of the incident and confidence
in your organization. The following factors should be considered in deciding whether to report
a breach to privacy commissioners’ offices:
o any applicable legislation that may require notification; o whether the
personal information is subject to privacy legislation; o the type of the
personal information, including:

o



whether the disclosed information could be used to commit identity theft;



whether there is a reasonable chance of harm from the disclosure, including
non-monetary losses;

the number of people affected by the breach; whether the
individuals affected have been notified; and

o

if there is a reasonable expectation that the privacy
commissioner’s office may receive complaints or inquiries
about the breach.

Regardless of what you determine your obligations to be with respect to notifying individuals, you
should consider whether the following authorities or financial agencies and advisors should also be
informed of the breach, as long as such notifications would be in compliance with PIPEDA or similar
provincial privacy legislation:
•

Police: if theft or other crime is suspected.
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•

Insurers or others: if required by contractual obligations.

•

Professional or other regulatory bodies: if professional or regulatory standards require
notification of these bodies.

•

Credit card companies, financial institutions or credit reporting agencies: if their assistance is
necessary for contacting individuals or assisting with mitigating harm.

•

Other internal or external parties not already notified:
o

Third-party contractors or other parties who may be impacted;

o

internal business units not previously advised of the privacy breach, e.g.,
government relations, communications and media relations, senior
management, etc.; or union or other employee bargaining units.

Financial agencies and advisors should consider the potential impact that the breach and notification
to individuals may have on third parties and take actions accordingly. For example, third parties may
be affected if individuals cancel their credit cards or if financial institutions issue new cards.
Step 4: Prevention of Future Breaches
Once the immediate steps are taken to mitigate the risks associated with the breach, financial agencies
and advisors need to take the time to investigate the cause of the breach and consider whether to
develop a prevention plan. The level of effort should reflect the significance of the breach and whether
it was a systemic breach or an isolated instance. This plan may include the following:
•

a security audit of both physical and technical security;

•

a review of policies and procedures and any changes to reflect the lessons learned from the
investigation and regularly after that (e.g., security policies, record retention, and collection
policies, etc.);

•

a review of employee training practices; and

•

a review of service delivery partners (e.g., dealers, retailers, etc.).

The resulting plan may include a requirement for an audit at the end of the process to ensure that the
prevention plan has been fully implemented.
The Office of the Privacy Commissioner (OPE) has also developed a checklist based on these four key
steps that will help financial agencies and advisors gather all the necessary information and complete
an analysis in the event of a privacy breach.
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Financial Transactions and Reports
Information for Life Insurance
Every country in the world, perhaps with a few notable exceptions, is engaged in finding ways to
protect the legitimate financial system from those who would abuse it—finding ways to detect and
deter and prevent money laundering and terrorist activity financing.
When it comes to deterrence and prevention, the work that FINTRAC does to ensure compliance with
the law strives to keep illicit funds from entering the legitimate Canadian financial system. This
involves ensuring that proper records are kept, that identification is obtained, that risks are being
assessed and the other elements of a compliance regime are in place.
All the entities that make up Canada's financial system have a stake in ensuring that the level of
deterrence is high. Life insurance companies have a stake in this too.
When it comes to detection, FINTRAC's intelligence assists investigations, and it assists prosecutions.
Financial Intelligence sheds light on the transactions that can be related to criminal activity. It assists
investigators in making decisions about where to seek evidence, who to include or exclude as part of
the investigation, how the targets are connected and where the assets may be hidden.
There are specific legislative requirements under the PCMLTFA -Proceeds of Crime (Money
Laundering) and Terrorist Financing Act – that apply to life insurance companies, brokers and
independent agents.
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Information for Life insurance
Your Obligations
The following summary of the legislative requirements under the PCMLTFA applicable to life insurance
companies, brokers or independent agents. If you are a life insurance agent and an employee of a life
insurance company or broker, these requirements are the responsibility of the life insurance company
except with respect to reporting suspicious transactions and terrorist property, which is applicable to
both.
For information about legislative requirements in effect before June 23, 2008, see the applicable
guidelines published before 2008.

1. Reporting
1.1. Suspicious Transactions
1.2. Terrorist Property
1.3. Large Cash Transactions
2. Record Keeping
3. Ascertaining Identity
4. Politically Exposed Foreign Person
5. Third Party Determination
6. Compliance Regime
Note: Content in this section may require additional software to view. Consult our Help page.
Information for: Life insurance (PDF version, 65 kb)
Additional Information for Life Insurance Companies, Brokers, and Independent Agents

1. Penalties for Non-compliance
2. FINTRAC Interpretation Notices
3. Compliance Questionnaire
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Reporting
1. Suspicious transactions
You must report where there are reasonable grounds to suspect that a transaction or an attempted
transaction is related to the commission or attempted commission of a money laundering offence
or a terrorist activity financing offence.
See Guideline 2: Suspicious Transactions and Guideline 3: Submitting Suspicious Transaction Reports
to FINTRAC
2. Terrorist property
You must report where you know that there is property in your possession or control that is
owned or controlled by or on behalf of a terrorist or a terrorist group.
See Guideline 5: Submitting Terrorist Property Reports to FINTRAC
3. Large cash transactions
You must report large cash transactions involving amounts of $10,000 or more received in cash.
See Guideline 7: Submitting Large Cash Transaction Reports to FINTRAC
Record Keeping
You must keep the following records:

1.
2.
3.
4.
5.

Large cash transaction records
Client information records
Copies of official corporate records (binding provisions)
Copies of suspicious transaction reports
Beneficial ownership records

See Guideline 6A: Record Keeping and Client Identification for Life Insurance Companies, Brokers, and
Agents
Ascertaining Identity
You must take specific measures to identify the following individuals or entities:

1. Any individual who conducts a large cash transaction
2. Any individual or entity that purchases an annuity or life insurance policy for which it may pay
$10,000 or more (including reasonable measures to obtain beneficial ownership information for an
entity)
3. Any individual for whom you have to send a suspicious transaction report (reasonable measures
and exceptions apply)
4. Any individual member of a group plan account when contributions to the plan are not made by
payroll deductions or by the plan’s sponsor
See Guideline 6A: Record Keeping and Client Identification for Life Insurance Companies, Brokers, and
Agents
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Politically Exposed Foreign Person
If you receive a lump-sum payment of $100,000 from an individual for an annuity or a life insurance
policy, you have to take reasonable measures to determine whether you are dealing with a politically
exposed foreign person. You also have to keep records and take additional measures.
See Guideline 6A: Record Keeping and Client Identification for Life Insurance Companies, Brokers, and
Agents
Third Party Determination
Where a large cash transaction record is required, you must take reasonable measures to determine
whether the individual is acting on behalf of a third party. In addition, where an annuity or life
insurance policy is purchased, and the client is required to pay $10,000 or more over the duration of
the policy, you must take reasonable measures to determine whether the client is acting on behalf of a
third party.
In cases where a third party is involved, you must obtain specific information about the third party and
their relationship with the individual providing the cash or the client.
See Guideline 6A: Record Keeping and Client Identification for Life Insurance Companies, Brokers, and
Agents
Compliance Regime
The following five elements must be included in a compliance regime:

1. The appointment of a compliance officer
2. The development and application of written compliance policies and procedures
3. The assessment and documentation of risks of money laundering and terrorist financing, and
measures to mitigate high risks
4. Implementation and documentation of an ongoing compliance training program
5. A documented review of the effectiveness of policies and procedures, training program and risk
assessment
See Guideline 4: Implementation of a Compliance Regime
Penalties for Non-compliance
Non-compliance with Part 1 of the Proceeds of Crime (Money Laundering) Terrorist Financing Act may
result in criminal or administrative penalties.
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Overview of Canada’s Anti-Spam
Legislation
Canada’s Anti-Spam Legislation (“CASL”) came into force on July 1st, 2014. After that date,
organizations will either have to have the prior consent of intended recipients of commercial electronic
messages, or ensure that the messages being sent, or the recipients of those messages, are exempt from
the requirements to get consent. Some technology-related provisions of CASL are deferred until 2015,
with private rights of action only becoming available starting in 2017.
The legislation, passed in 2010 and fully entitled “An Act to promote the efficiency and adaptability of
the Canadian economy by regulating certain activities that discourage reliance on electronic means of
carrying out commercial activities, and to amend the Canadian Radio-television and
Telecommunications Commission Act, the Competition Act, the Personal Information Protection and
Electronic Documents Act and the Telecommunications Act”, is designed to deter the most dangerous
forms of spam in Canada.
However, CASL will impact all organizations due to the broad scope of the regulatory program it
introduces.
The full text of CASL and its regulations can be found here on the Industry Canada website.
WHAT’S COVERED?
Commercial electronic messages (CEM), essentially, email. All email. The scope of CASL is far-reaching
with significant implications for entities carrying on business in Canada and foreign entities that send
CEMs into Canada. Malware, spyware, pretexting and the harvesting of electronic addresses and
personal information will also be regulated under CASL.
THE GENERAL PROHIBITION – DON’T SEND UNSOLICITED CEMS
Under CASL, it is prohibited to send or cause or permit to be sent to an electronic address a commercial
electronic message unless (a) the person to whom the message is sent has consented to receive it,
whether the consent is express or implied; and (b) the message complies with prescribed form and
content requirements.
GENERAL REQUIREMENT – CONTENT OF MESSAGES
CASL requires a CEM to be in a form that must: (a) set out prescribed information that identifies the
person who sent the message and the person — if different — on whose behalf it is sent; (b) set out
information enabling the recipient to readily contact one of the persons referred to in paragraph (a);
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and (c) set out an unsubscribe mechanism complying with CASL standards. Organizations will want to
undertake a review of the content of all their CEMs to ensure they comply with these provisions.
Existing unsubscribe mechanisms may not meet the new standards set out in the CASL. In addition,
there is a duty to ensure that the contact information about the sender remains valid for at least 60
days.
EXCEPTIONS
Having cast a broad net of prohibition, CASL provides some relief by designating certain exceptions.
Firstly, the consent requirement does not apply to a CEM sent in a personal or family relationship or
sent as an inquiry relating to the recipient’s own commercial activity. In addition, the consent
requirement does not apply to CEMs that solely:
a) provide requested product/service quotes;
b) further or complete an ongoing commercial transaction previously agreed to;
c) provide product warranty, recall, upgrade or similar information;
d) deal with ongoing subscriptions, memberships or similar relationships; or
e) concern an existing employment relationship.

The Regulations under CASL also exclude CEMs from all provisions of CASL if:
 they are sent within an organization;
 they are sent between organizations that already have a relationship, if the message concerns the

activities of the organization to which the message was sent;
 they are sent on platforms where identification and unsubscribe information is conspicuously

published and readily available to users, and where duplication of an unsubscribe or identification
message would be repetitious;
 they are sent and received within limited access secure and confidential accounts (such as

messages which a bank might send to an account holder);
 they are sent in response to a complaint, inquiry or request;
 they are sent on behalf of registered charities or political parties for fundraising purposes.

CASL also prescribes rules permitting certain first-time contact by email to referral prospects, but only
if the detailed CASL rules are followed.
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OTHER PROHIBITIONS
CASL also regulates the alteration of certain transmission data relating to a CEM, and prohibits the
installation of computer programs such as cookies on recipient computers. Again, a prescribed form of
consent would be needed, and certain exceptions are prescribed.
CONSENT
As noted above, with consent, CEMs can be sent. CASL sets out guidelines for obtaining consent, either
express or implied. Consent can be oral, but a record of the consent needs to be retained. A person
seeking consent must provide to the recipient certain information regarding the purpose for which
consent is sought.
Further, prescribed information identifying the person seeking consent must be disclosed to recipients.
Therefore, consents previously obtained and relied on to populate existing email databases might not
continue to be valid.
Organizations will have to ensure on an ongoing basis that the purposes for which consent was
originally obtained continue to apply to the substance of all the CEMs subsequently sent. This may limit
the ability to use database lists in the future for a secondary use, and when subsequently modifying
CEMs a check-back may be required to the scope of the initial consent obtained. CASL also contains
some fairly complex rules if the intent is to have consent be available to future unknown third parties
who may conduct co-marketing or similar arrangements.
Consent will be implied in certain circumstances, for:
a) “existing business relationships”, as defined;
b) “existing non-business relationships”, as defined;
c) certain circumstances where the email address of the recipient was made publicly available or

voluntarily provided.
Commercial organizations will need to focus on the definition of “existing business relationship” set out
in CASL. That definition relies on relationships which are “current”, defined as being within the past
two years (or an inquiry or application made in the last six months). As a result, “stale” entries on
customer mailing lists may need to be purged unless another exemption or consent provision can be
relied on. The definition of “existing non-business relationship” deals with memberships, volunteers,
and donations. It establishes a similar two-year purge rule.
TRANSITION PERIOD
For existing relationships involving CEMs, CASL will provide for a three-year transition period under
which consent can continue to be implied (unless expressly revoked).
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Frequently Asked Questions about
Canada’s Anti-Spam Legislation
Does the legislation prohibit me from sending marketing messages?
No. Rather, it sets out some requirements for sending a certain type of message, called a commercial
electronic message (CEM), to an electronic address. If you are sending a CEM to an electronic address,
then you need to comply with three requirements. You need to: (1) obtain consent, (2) provide
identification information, and (3) provide an unsubscribe mechanism.

What is a commercial electronic message?
A key question to ask yourself is the following: Is the message I am sending a CEM? Is one of the
purposes to encourage the recipient to participate in commercial activities?
When determining whether a purpose is to encourage participation in commercial activities, some
parts of the message to look at are the content of the message, any hyperlinks in the message to
website content or a database and contact information in the message.
These parts of the message are not determinative. For example, the simple inclusion of a logo, a
hyperlink or contact information in an email signature does not necessarily make an email a CEM.
Conversely, a tagline in a message that promotes a product or service that encourages the recipient to
purchase that product or service would make the message a CEM.
Some examples of CEMs include:
offers to purchase, sell, barter or lease a product, goods, a service, land or an interest or right in land;
offers to provide a business, investment or gaming opportunity;
promoting a person, including the public image of a person, as being a person who does anything
referred to above, or who intends to do so.

Does section 6 of CASL apply to commercial electronic messages (CEMs) sent between persons
within an organization or sent between organizations?
No, there is an exemption for persons sending CEMs to other persons within their organization, where
the CEMs concern the activities of the organization. Similarly, there is an exemption for persons
sending CEMs to persons at another organization, where the CEMs concern the activities of that other
organization and the organizations have a relationship. If the CEM does not concern the activities of the
organization, or if the organizations do not have a relationship, then the requirements under section 6
of the legislation apply.
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Consent
There are three general requirements for sending the CEM to an electronic address. You need (1)
consent, (2) identification information and (3) an unsubscribe mechanism. The questions under this
heading relate to the first requirement, namely consent. There are two types of consent under CASL –
express and implied. How can I obtain express consent?
Consent can be obtained either in writing or orally. In either case, the onus is on the person who is
sending the message to prove they have obtained consent to send the message.
The CRTC has issued information bulletins to provide guidance and examples of recommended or
best practices. Compliance and Enforcement Information Bulletin CRTC 2012-548, among other
things, helps explain what information is to be included in a request for consent. The Bulletin also
suggests some key considerations that may make tracking or recording consent easier, and
therefore, may make it easier to prove consent. They are: whether consent was obtained in writing
or orally when it was obtained, why it was obtained, and the manner in which it was obtained.

Do I need consent to send a commercial electronic message following a referral?
There is an exception to the consent requirement for commercial electronic messages (CEMs) sent
following a referral if certain conditions are met. The referral must be made by an individual who has
an existing business relationship, an existing non-business relationship, a family relationship or a
personal relationship with the sender and the recipient of the CEM. Also, the full name of the individual
who made the referral and a statement that the CEM is sent as a result of referral must be in the CEM.
The CEM must still respect the other two requirements – it must contain the identification information,
and an unsubscribe mechanism.

Someone gives me a business card: Is that clear consent to add them to my distribution list?
You may have their implied consent to send them CEMs, as long as:
the message relates to the recipient's role, functions or duties in an official or business capacity;
and the recipient has not made a statement when handing you the business card that they do not
wish to receive promotional or marketing messages (CEMs) at that address.
It is important to remember that the onus is on the sender to prove they received consent.
Recall that consent under CASL is also implied if you have an existing business relationship, existing
nonbusiness relationship with the person.
Compliance will be examined on a case-by-case basis in light of the specific circumstances of a given
situation.
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The National DNCL Rules
What are the National DNCL Rules?
The National DNCL Rules are a subset of the CRTC’s Unsolicited Telecommunications Rules. The Rules
require that telemarketers who call on their own behalf and financial agencies and advisors who
engage a third party to call on their behalf (the client of a telemarketer) subscribe to, pay fees for, and
access the National DNCL. The National DNCL Rules prohibit telemarketers and clients of
telemarketers from calling telephone numbers that have been registered on the National DNCL for
more than 31 days. All telemarketers and clients of telemarketers must follow these Rules unless they
are making calls that are specifically exempted from the National DNCL Rules.
What are the Unsolicited Telecommunications Rules?
The Unsolicited Telecommunications Rules include the Telemarketing Rules, the Automatic DialingAnnouncing Device (ADAD) Rules and the National DNCL Rules. All telemarketers and clients of
telemarketers must follow the Telemarketing Rules and the ADAD Rules regardless of whether they
are making calls that are specifically exempted from the National DNCL Rules. The full set of Rules can
be found on the Telemarketing information page in the Consumers section of the CRTC website. You
can also read a condensed version of the Rules in the National Do Not Call List and Telemarketing
Rules.
What are the definitions of terms used in the National DNCL Rules?
Telemarketing: Telemarketing is the use of telecommunications facilities to make telephone calls or
send faxes to consumers for the purpose of solicitation. Solicitation covers a wide range of activities,
including sales calls, prospecting calls, and calls for charitable donations or volunteers. Any
organization has the potential to be a telemarketer.
Solicitation: Solicitation is the act of selling or promoting a product or service – or requesting money
or “money’s worth” – directly or indirectly, for oneself or another party.
Telemarketer: If you make telemarketing calls or send telemarketing faxes on your behalf or behalf of
one or more other businesses (i.e. clients), then you are a telemarketer.
A client of a telemarketer: If you engage a third party to make telemarketing calls or send
telemarketing faxes on your behalf, then you are a client of a telemarketer. The third party must also
comply with Unsolicited Telecommunications Rules.
Scrubbing: This is an industry term that describes removing telephone numbers on the National DNCL
from a telemarketer’s calling lists.
Express consent: This is permission given by a consumer to a telemarketer for receiving
telemarketing calls from that telemarketer and for receiving telemarketing calls via an ADAD.
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Are all unsolicited calls considered to be telemarketing calls?
No, not all unsolicited calls are telemarketing calls. Calls that are not considered telemarketing calls,
and do not need to follow the National DNCL Rules but may need to follow the ADAD Rules include:

1.
2.
3.
4.
5.
6.

Product recall calls
Appointment reminder calls
Appointment rescheduling calls
Calls related to payment or bill collections
Public service announcements
Calls for market research, surveys or public opinion polls

Do the Rules extend to telemarketers from outside of Canada?
Yes. The Rules apply regardless of where the call originates. Telemarketers calling Canadian
consumers from outside of Canada must comply with the National Do Not Call List Rules.
Exemptions to the National DNCL Rules
Do all telemarketing calls fall under the National DNCL Rules?
No, some types of telemarketing calls are exempt.
These types of telemarketing calls are exempt from the National DNCL Rules:

1. calls made by or on behalf of:
1.1.
Canadian registered charities
1.2.
political parties, riding associations, and candidates
1.3.
newspapers of general circulation for the purpose of soliciting subscriptions 2. calls
made to:
2.1. consumers with whom you have an existing business relationship
2.2. Consumers who have provided express consent for receiving telemarketing calls 2.3.
Business consumers
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National Do Not Call List Exemptions
Telemarketers should understand that there are certain kinds of telemarketing calls that are exempt
from the National DNCL Rules.
The exemptions include telemarketing calls made by, or on behalf of:

1. Canadian registered charities;
2. Political parties, riding associations and candidates; and
3. Newspapers of general circulation for the purpose of soliciting subscriptions.
Telemarketing calls that are made to persons with whom there is an existing business relationship are
also exempt. Telemarketers are free to call a consumer who:

1. Has purchased, leased, or rented a product or service from the telemarketer in the last 18 months;
2. Is in possession of a written contract with a telemarketer for a service that is still in effect or
expired within the last 18 months; and/or
3. Has made an inquiry or has submitted an application to a telemarketer about a product or service
within the last 6 months.
Telemarketers may also make calls to consumers if the consumer has provided express consent to be
called. Express consent includes:

1. The consumer’s permission to be called on a written form, electronic form, or an online form; or
2. The consumer’s verbal permission.
The National DNCL Rules do not apply to telemarketing calls made to businesses
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Appendices
Appendix 1: Insurance Council of British Columbia Code of Conduct
Appendix 2: Manulife Code of Conduct
Appendix 3: Remarks by Jeanne M. Flemming, Director, Financial Transactions and Reports
Analysis Center of Canada, to the Canadian Life and Health Insurance,
Association
Appendix 4:

Annual Self-Review Checklist
The Approach: Serving the client through needs-Based sales practices
IVIC Suitability Needs-Based Sales Practices
Engagement Letter
Investor Profile Questionnaire
Reason Why Letter Sample
Leverage Risks Disclosure Statement
Sales charge Disclosure
Complaints Log
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Definitions

IMPORTANT INFORMATION REGARDING THE CONTENTS OF THIS CODE
Unless otherwise qualified in this Code, read:
•

“Act” as the Financial Institutions Act;

•

“adjusting firm” as a licensed corporation or partnership, or an individual sole proprietor
insurance adjuster, that meets the nominee requirements set out in Council Rules;

•

“agency” as a licensed corporation or partnership, or an individual sole proprietor agent, that
meets the nominee requirements set out in Council Rules;

•

“client” as a person who may reasonably be expected to rely on a licensee’s advice or actions
in relation to insurance;

•

“Code” as the Code of Conduct;

•

“Council” as the Insurance Council of British Columbia;

•

“licensee” as a licensed insurance salesperson, agent or adjuster;

•

“nominee” as a licensee nominated to exercise the rights and privileges of an insurance
licence issued to an insurance agency or an insurance adjusting firm;

•

“principal” as a person on whose behalf a licensee has undertaken to perform adjusting
services;

•

“person” includes a corporation, partnership, society, association or other organization or
legal entity;

•

“Rule” as a rule made by Council pursuant to section 225.1 of the Act; and

•

“transaction” as a situation in which a licensee provides an insurance product or service to
any person.

Suite 300 - 1040 West Georgia Street
Vancouver, BC V6E 4H1
Telephone: 604-688-0321 Within BC: 1-877-688-0321 Fax: 604-662-7767
insurancecouncilofbc.com
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1.

Introduction

INTRODUCTION

The strength of the insurance industry is based, in part, on industry members providing advice and
services to the public in a competent and professional manner. The underlying principle of all
insurance business is utmost good faith. To command the confidence and respect of the public, the
insurance industry must maintain a reputation for integrity, competence, and good faith.
The provincial legislature has entrusted Council with the responsibility for maintaining standards of
professional conduct in the insurance industry. The Act and Rules empower Council to set standards
for insurance salespersons, agents and adjusters and to take remedial action where those standards
have not been met. Rule 7(8) requires that licensees comply with this Code.
Council’s mission statement is:
We serve the public by ensuring
licensed insurance agents, salespersons and adjusters
act within a professional framework,
which promotes ethical conduct, integrity, and competence.
In keeping with Council’s mandate, the purpose of the Code is to define and communicate standards
of conduct for use by licensees in their practice of the business of insurance. The Code is also used
as a guide by Council in its deliberations on proper and usual practice in particular circumstances.
The Code sets out minimum standards of conduct. The extent to which each licensee rises above
these standards is a personal decision. However, by striving to maintain the highest possible
standards of ethical conduct, a licensee will enjoy the respect and confidence of the public and other
members of the industry.
Licensees have a responsibility to assist in the regulatory process and act as gatekeepers for the
industry by discouraging misconduct and reporting it where identified.
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2.

Interpretation

INTERPRETATION

The Code is divided into a number of subsections, each of which addresses a specific principle.
Each Principle is defined and then further clarified with a stated Requirement. To provide licensees
with additional guidance, each subsection also includes Guidelines and Examples of Misconduct
taken from past Council decisions.
The Code provides a framework for a licensee to measure his or her conduct in particular
circumstances. It is not possible to foresee every possible situation and describe the proper conduct.
When reading the Code, keep in mind that although presented separately, all principles and
requirements are interconnected. For example, the principle of Trustworthiness is fundamental to all
activities of a licensee and to each of the principles outlined.
The Code applies to all licensees and should be read and interpreted in the context of a licensee’s
area of insurance practice and Council’s primary concern, which is protection of the public interest.
For clarity the Code refers to licensees by the first person “you”.
The Code is written in plain language to be clear and concise and should be read in conjunction with
governing legislation and the Rules. Council has additional resources available which expand on
many of the principles and requirements detailed in the Code. These include our Notices and
Bulletins which are available on our website at insurancecouncilofbc.com, as well as appendixes to
the Code. Throughout the Code, when a published article or appendix was identified as addressing a
particular subject, the Notice, Bulletin, or appendix is referenced.
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3.
3.1

Trustworthiness

TRUSTWORTHINESS

PRINCIPLE

In an industry where trust is the foundation for all dealings, you must meet rigorous standards of
personal integrity and professional competence. These characteristics speak to the essence of what a
licensee does. Failure to adhere to these standards reflects not only on you, but also on the
profession. Trustworthiness is a fundamental element of each requirement in the Code.

3.2

REQUIREMENT

You must be trustworthy, conducting all professional activities with integrity, reliability and
honesty. The principle of trustworthiness extends beyond insurance business activities. Your
conduct in other areas may reflect on your trustworthiness and call into question your suitability to
hold an insurance licence.

3.3

GUIDELINES

3.3.1

Conduct that would reflect adversely on your trustworthiness includes:
a)
b)
c)
d)
e)

dishonestly dealing with money or property;
improper use of your position or knowledge as a licensee for personal benefit;
(Bulletin - April 2003)
intentionally misleading clients, insurers or Council through false statements or by
withholding material information;
knowingly prejudicing the interests of a client or principal for personal gain; and
conduct in the nature of theft or fraud.

3.3.2

Acts of dishonesty outside your professional life may reflect on your trustworthiness to hold
an insurance licence.

3.4

EXAMPLES OF MISCONDUCT

3.4.1

A chartered accountant accepted unsecured loans from clients, breached terms of a
suspension order, swore a false affidavit and mishandled trust funds.

3.4.2

While acting in a position of trust for a volunteer organization, misappropriated funds from
the organization.

3.4.3

Used confidential client information provided by an insurer for a purpose other than
intended. (Appendix B)

01 March 2005 r6

Code of Conduct

Page 3.1

INSURANCE COUNCIL OF BRITISH COLUMBIA

Trustworthiness

3.4

Examples Of Misconduct - continued

3.4.4

Made or assisted in making a false insurance claim.

3.4.5

Materially misrepresented odometer readings and previous vehicle damage in the private sale
and registration of a licensee’s motor vehicles.

3.4.6

Signed and submitted segregated fund applications solicited and completed by another agent,
to help the other agent circumvent the insurer’s internal policy that prohibited life agents
from selling segregated funds unless they were also licensed to sell mutual funds.

3.4.7

Improperly rated a motor vehicle to circumvent AirCare.

3.4.8

Made false declarations to an insurer.

3.4.9

“Witnessed” a signature known to be a forgery.

3.4.10 Made false or misleading statements to Council.
3.4.11 Raised capital from clients of an insurance agency of which the licensee was owner and
principal, without disclosing to the clients that they were investing in the agency and without
providing material information to them about the investment, such as agency financial
statements and disclosure on how the investments would be used.
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4.
4.1

Good Faith

GOOD FAITH

PRINCIPLE

The insurance industry is based on fiduciary relationships. Accordingly, the exercise of good faith
by licensees in the practice of the business of insurance is essential to public confidence in the
industry. Good faith is a fundamental aspect of your conduct and a key element in each of the
Code’s requirements.

4.2

REQUIREMENT

You must carry on the business of insurance in good faith. Good faith is honesty and decency of
purpose and a sincere intention on your part to act in a manner which is consistent with your client’s
or principal’s best interests, remaining faithful to your duties and obligations as an insurance
licensee.
You also owe a duty of good faith to insurers, insureds, fellow licensees, regulatory bodies and the
public.

4.3

GUIDELINES

4.3.1

Conduct that would reflect adversely on your intention to practice in good faith includes:
a) wilful disregard of duties and obligations under the Act, Rules and Code;
b) misrepresentation or failure to disclose material information where required;
(Bulletin - November 2002)
c) unauthorized access, use or disclosure of confidential information;
(Appendix B)
d) making improper use of your position as a salesperson, agent or adjuster;
e) employing or remunerating unlicensed persons to conduct insurance business; and
f) taking advantage of a client’s or insured’s inexperience, ill health or lack of
sophistication.

4.4

EXAMPLES OF MISCONDUCT

4.4.1

Signed as witness to applications, but had not in fact seen them signed.

4.4.2

Directed an employee to sign a document as agent of record, when the employee had not
completed the form or met the policyowner.

4.4.3

Directed an unlicensed employee to take an insurance application.

4.4.4

Submitted applications that were known to have been completed by an unlicensed person.
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Good Faith

4.4

Examples of Misconduct - continued

4.4.5

Used premium money for personal use.

4.4.6

Backdated a client’s automobile insurance and subsequently lied to an ICBC adjuster about
when and how the transaction was processed.

4.4.7

Counseled a client to misrepresent material information to an insurance company.

4.4.8

Accessed confidential client information from an insurer’s computer database without
authority and subsequently communicated that information to another person. (Appendix B)

4.4.9

Drafted and signed a false certificate of insurance for a family member who required
evidence of insurance coverage.
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5.
5.1

Competence

COMPETENCE

PRINCIPLE

Clients rely on the knowledge and advice of licensees. Accordingly, competence on the part of
licensees is an essential requirement of the practice of the business of insurance. Incompetent
conduct can result in significant prejudice to clients and insurers. It follows that you should not
undertake to perform any insurance services beyond your level of competence.

5.2

REQUIREMENT

You must conduct all insurance activities in a competent manner. Competent conduct is
characterized by the application of knowledge and skill in a manner consistent with the usual
practice of the business of insurance in the circumstances.
You must continue your education in insurance to remain current in your skills and knowledge.

5.3

GUIDELINES

5.3.1

Your practice and level of service to clients should be consistent with that which a reasonable
and prudent licensee in similar circumstances would exercise. Honest mistakes do not
necessarily constitute a failure to adhere to the Code.

5.3.2

Conduct that would reflect on your competence includes:
a)
b)
c)
d)
e)
f)
g)
h)
i)
j)

5.3.3

failing to properly place insurance coverage as instructed;
failing to provide evidence of insurance coverage when required;
failing to advise a client of a lapse or change in insurance coverage;
failing to conduct an adequate fact finding and assessment of a client’s insurance needs;
failing to properly handle and account for money or property;
failing to maintain proper and adequate books and records of insurance transactions and
related financial affairs;
failing to provide for the safekeeping and confidentiality of records (Appendix B);
failing to advise an insurer/principal of a risk or claim;
failing to properly document communications and instructions from a client to ensure
mutual understanding and provide a record of the transaction; and
practicing in an area where you lack sufficient expertise, training or experience.

Nominees are responsible to Council for all activities of the insurance agency or adjusting
firm and must ensure the agency or firm and its employees are properly supervised and
operate in accordance with the conditions and restrictions on their licences.
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Competence

5.3

Guidelines - continued

5.3.4

Licensees who have supervisory duties must fulfil those duties competently. Improper
practice by supervised employees may bring a supervisor’s competence into question if the
conduct occurred due to inadequate supervision, including lack of policies, procedures and
training.

5.3.5

You must comply with the continuing education requirements under the Rules. However,
these are minimum requirements and may not be sufficient to maintain appropriate standards,
particularly if you work in specialized areas.

5.3.6

You must refrain from giving advice in areas beyond your expertise as an insurance licensee.
For example, you should refer matters that would be more properly dealt with by a lawyer or
accountant.

5.4

EXAMPLES OF MISCONDUCT

5.4.1

Sold an insurance policy that was inappropriate given the client’s stated objectives and
circumstances and that a prudent and competent agent would not have recommended.

5.4.2

Counseled a client to conduct an assignment of a life insurance policy in a manner that failed
to meet the client’s stated objective.

5.4.3

Failed to properly manage the business and financial aspects of an agency, including the
proper handling and remittance of premium money to insurers.

5.4.4

Altered the effective date of an insurance contract.

5.4.5

Permitted a Level 1 salesperson to conduct general insurance business without the direct
supervision of a Level 2 or Level 3 agent.

5.4.6

Employed an unlicensed individual in a licensed capacity for a period of five months because
procedures were inadequate to ensure employees were properly licensed before they
commenced insurance activities.

5.4.7

Provided written notice to clients that their insurance coverage had been renewed, prior to
receiving confirmation from the insurance company that renewal terms would be offered.
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6.
6.1

Financial Reliability

FINANCIAL RELIABILITY

PRINCIPLE

As an insurance licensee, clients and insurers entrust money, property and financial instruments to
you to facilitate transactions or claims on their behalf. Accordingly, your reliability in handling
these funds is essential to your practice as a licensee.
6.2

REQUIREMENT

You must be financially reliable. This means you can be relied upon to properly safeguard and
account for money and property entrusted to you and to promptly deliver them in accordance with
the circumstances.

6.3

GUIDELINES

6.3.1

Conduct outside your professional life may reflect on your financial reliability.

6.3.2

Outstanding judgements, pending legal proceedings and/or bankruptcies can reflect on your
financial reliability.

6.3.3

Where you collect or receive funds on behalf of an insurer, you must:
a) not encumber the funds without the prior written consent of the insurer;
b) not use or apply the funds for purposes other than as described in the agreement with the
insurer; and
c) pay to the insurer all funds collected or received less any deductions authorized by the
insurer.

6.4

EXAMPLES OF MISCONDUCT

6.4.1

Failed to account for or repay unauthorized withdrawals from a bank account over which the
licensee held a power of attorney.

6.4.2

Failed to invest a client’s money in mutual funds as instructed.

6.4.3

Contrary to his clients’ interests and for personal gain, solicited clients to invest the cash
value of their life insurance policies in a company he had a vested interest in, without
disclosing his inherent conflict of interest and the true risks involved.

6.4.4

Personal debts and questionable financial involvement with a number of companies that
solicited investors for offshore investments.

6.4.5

Legal proceedings by a group of former clients alleging misappropriation of funds and by a
bank seeking payment for personal credit line agreements and two promissory notes.
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7.
7.1

Usual Practice:
Dealing with Clients

USUAL PRACTICE: DEALING WITH CLIENTS

PRINCIPLE

Under the Code, a client includes anyone who might reasonably be expected, in the circumstances,
to rely on your professional advice or actions in relation to his or her insurance. You are required to
put the best interests of the client as your first concern, as befits the role of a fiduciary.

7.2

REQUIREMENT

When dealing with clients you must:
•
•
•
•

7.3

protect clients’ interests and privacy;
evaluate clients’ needs;
disclose all material information; and
act with integrity, competence and the utmost good faith.

GUIDELINES

CONFLICT OF INTEREST
A conflict of interest exists when your loyalty to, or representation of, a client or insurance company
could be materially or adversely affected by your interest or duty to another party. A conflict of
interest may be real, potential or apparent.
Conflict of Interest of Guidelines for Insurance Agents, Adjusters, and Salespersons is included as
Appendix A.
DISCLOSURE
7.3.1

What information is material and should be provided to a client depends on the
circumstances of the transaction. You should disclose any information relevant to the
client’s insurance needs that a reasonable and prudent licensee would disclose in the same
circumstances.

7.3.2

Prior to arranging an insurance transaction with a client who has been referred to you by an
unlicensed third party, you must disclose to the client, in writing, any fee or compensation
paid to the third party for the referral.
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Usual Practice:
Dealing with Clients

7.3

Guidelines - continued

7.3.3

Prior to conducting a transaction, you must disclose any fees you charge in addition to the
policy premium. The fee should be disclosed in writing to the client and include separate
dollar values for the total insurance premium charged by the insurer, the total additional fee
charged by the agent and any premium finance fees charged by the agent.
(Bulletin - October 2001)

7.3.4

You must disclose to the client any arrangement to place the client’s insurance through
another agent and meet Council’s sub-brokering guidelines.
(Notice ICN# 98-003 - Sub-Brokering)

7.3.5

You must fully inform clients about all aspects of the insurance products they purchase,
including any changes that occur during the term of the policy.

7.3.6

You must make full and fair disclosure of all material facts to enable clients to make
informed decisions regarding their insurance.

7.3.7

You must not use sales materials or illustrations that are misleading or unnecessarily
confusing.

7.3.8

You must not use terms such as “guaranteed” without appropriate qualification or evidence
to support the statement.

DUTY OF CARE
7.3.9

The client’s interests take priority over your interests and should not be sacrificed to the
interests of others. You must not engage in practices that place the interests of others ahead
of the client’s interests.

CONFIDENTIALITY
7.3.10 You must hold in strict confidence all information acquired in the course of your professional
relationship concerning the personal and business affairs of a client, and must not divulge or
use such information other than for the purpose of that transaction or of a similar subsequent
transaction between you and the same client unless expressly authorized by the client or as
required by law. (Appendix B)
WITHDRAWAL OF SERVICES
7.3.11 If you choose to terminate your business relationship with a client you must do so in a
manner that avoids prejudice and allows for the orderly transfer of the client’s insurance
business elsewhere. You must provide the client with adequate notice of your intent to
withdraw your services, as well as comply with any applicable statutory and professional
obligations.
7.3.12 Clients should be notified at least 30 days prior to the expiration of their existing insurance if
you are unable to renew their insurance at the same terms and conditions.
(Notice ICN# 03-004 - Brokering in a Difficult Market)
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7.3

Usual Practice:
Dealing with Clients

Guidelines - continued

PROTECTING CLIENTS’ INTERESTS
7.3.13 You must report all claims promptly.
7.3.14 You must deliver insurance policies or evidence of insurance coverage within a reasonable
time and, in any event, in accordance with the terms of your agreement with the insurance
company.
7.3.15 You must deal with all formal and informal complaints or disputes in good faith and in a
timely and forthright manner, including, when necessary, referring the complainant to other
more appropriate people, processes and/or organizations.
7.4

EXAMPLES OF MISCONDUCT

7.4.1

Failed to fully assess a client’s needs and objectives and neglected to advise the client of
changes to the insurance plan as a consequence of a medical rating.

7.4.2

Provided a copy of a client’s insurance policy to two other customers as an example of the
product being offered. (Appendix B)

7.4.3

Failed to refund all money due to a client in accordance with the cancellation provisions set
out in the client’s insurance contract and as agreed to in the licensee’s contract with the
insurer.

7.4.4

Requested an insurer cancel a client’s insurance policy for non-payment of premium, when
the premium had been paid, in order to apply the pro-rata return premium against an
outstanding debt owed by the client.
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8.
8.1

Usual Practice:
Dealing with Insurers

USUAL PRACTICE: DEALING WITH INSURERS

PRINCIPLE

Licensees act as intermediaries between clients, insureds and insurers in a contractual relationship.
The insurers’ ability to meet their contractual duties is based on your honesty and competence in
providing advice and information.

8.2

REQUIREMENT

You have a duty to insurers with whom you are transacting business to:
•
•
•
•
•
•

make reasonable inquiries into the risk;
provide full and accurate information;
promptly deliver all insurance documents and monies due;
represent the insurer’s products fairly and accurately;
adhere to the authority granted by the insurer; and
promptly report all potential claims.

You must not defame or discredit insurers.

8.3

GUIDELINES

CONFLICT OF INTEREST
A conflict of interest exists when your loyalty to, or representation of, a client or insurance company
could be materially or adversely affected by your interest or duty to another party. You have a
responsibility to avoid a conflict of interest with an insurer. A conflict of interest may be real,
potential or apparent.
Council’s Conflict of Interest of Guidelines for Insurance Agents, Adjusters, and Salespersons is
included as Appendix A.
DISCLOSURE
8.3.1

You have a duty to fully and accurately disclose any information material to the insurer’s
decision to issue a contract of insurance.

8.3.2

Where you are placing insurance on behalf of another agent who is acting for the insured,
you should disclose this to the insurer.
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Usual Practice:
Dealing with Insurers

DUTY OF CARE
Insurers rely on licensees for information to make underwriting decisions. Therefore, you must
make reasonable inquiries into a risk. This means making inquiries that a reasonable and prudent
licensee would make in the same circumstances.
8.3.3

In accordance with the Rules, it is a condition of every licence issued that, where the licensee
collects or receives insurance premiums on behalf of an insurer, the licensee must:
a) not encumber the funds without the prior written consent of the insurer;
b) not use or apply the funds for purposes other than as described in the agreement with the
insurer; and
c) pay to the insurer all funds collected or received less any deductions authorized by the
insurer.

8.3.4

Insurance should be sold or conserved based on the merits of the particular policy as it relates
to the needs of the client. Attempts to discredit insurance companies are not the proper
practice of the business of insurance. This requirement is not meant to prevent licensees
from providing information that is relevant to the client’s ability to make an informed
decision about his or her insurance. However, information offered solely for the purpose of
undermining the reputation of an insurer is inappropriate.

8.4

EXAMPLES OF MISCONDUCT

8.4.1

Failed to remit to the insurer all premiums collected or received in accordance with the terms
of the agency’s agreement with the insurer.

8.4.2

Offered and bound terms under a policy that were not authorized by the insurer.

8.4.3

Issued a cover note purporting to bind an insurer the agency did not represent

01 March 2005 r6

Code of Conduct

Page 8.2

INSURANCE COUNCIL OF BRITISH COLUMBIA

9.
9.1

Usual Practice:
Dealing with Licensees

USUAL PRACTICE: DEALING WITH LICENSEES

PRINCIPLE

Along with your fellow licensees, you represent the insurance industry to the public. The public
views the industry as a single entity, so by maligning a fellow licensee you are bringing your own
reputation and that of the industry into public disrepute. Treating your colleagues with courtesy and
respect enhances your own reputation and the public’s confidence in the insurance industry.

9.2

REQUIREMENT

You must not defame or discredit other licensees.

9.3

GUIDELINES

9.3.1

Insurance should be sold or conserved based on the merits of the particular policy as it relates
to the needs of the client. Attempts to discredit another licensee are not the proper practice of
the business of insurance. This rule is not meant to prevent licensees from providing
information that is relevant to the client’s ability to make an informed decision about his or
her insurance. However, information offered solely for the purpose of undermining the
reputation of another licensee is inappropriate.

9.4

EXAMPLE OF MISCONDUCT

9.4.1

Used the Discipline section of the Bulletin to discredit another licensee.
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10.
10.1

Usual Practice:
Dealing with the Public

USUAL PRACTICE: DEALING WITH THE PUBLIC

PRINCIPLE

The insurance industry provides services upon which the well-being of individuals and businesses
will often depend. Therefore, it is incumbent upon all licensees to take their duty of care to the
public seriously. Your forthrightness and conduct in representing yourself and your services reflects
on other licensees and the industry as a whole. Accordingly, it is in the interest of all licensees to
conduct themselves in a manner that promotes public confidence in the integrity and reliability of the
industry.

10.2

REQUIREMENT

You must honestly represent yourself and the services and products you provide so as not to mislead
the public.

10.3

GUIDELINES

HOLDING OUT
10.3.1 You must hold yourself out in the manner in which you are licensed.
10.3.2 You must disclose you are an insurance agent prior to conducting insurance activities with
the public.
10.3.3 You must not use the term “and Associates”, or similar phrase, as part of a business or trade
name when there are not two or more licensees in the business.
10.3.4 You must not represent yourself as having specific expertise in a given area of practice or
industry designations unless you are suitably qualified by virtue of your experience, training
or both.
10.3.5 You must not purport to be a financial planner or provide financial planning advice, unless
you meet the qualifications and disclosure requirements set by Council.
(Notice ICN# 02-001 - Financial Planning)
10.3.6 You must not make any false or misleading statements in the solicitation of or negotiation for
insurance.
ADVERTISING
10.3.7 You must not engage in misleading advertising by offering prices, rates of return, products or
services you cannot reasonably provide or that are subject to undisclosed qualifications.
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11.
11.1

Usual Practice:
Conduct Specific to Insurance Adjusters

USUAL PRACTICE: CONDUCT SPECIFIC TO INSURANCE ADJUSTERS

PRINCIPLE

Each requirement under the Code applies equally to all licensees. However, insurance adjusters play
a unique role in the business of insurance, particularly in their relationships with insureds and
insurers. Accordingly, the following sets out additional, specific duties applicable to licensees
engaged in the role of insurance adjusting. This does not limit applicable duties under the other
requirements of the Code. Adjusters must also refer to and comply with each requirement identified
in the Code in the course of their practice.

11.2

REQUIREMENT

DUTIES TO PRINCIPALS
You must:
•
•
•
•
•

protect your principal’s interests;
protect your principal’s confidential information;
disclose all information material to the loss or claim;
decline to act where you have an undisclosed conflict of interest or financial interest in a loss
or claim; and
act within the authority and instructions of your principal.

DUTIES TO INSUREDS
You must:
•
•
•
•

11.3

properly identify yourself, your principal and your role as an adjuster;
adjust claims promptly and fairly;
protect the insured’s confidential information; and
fully disclose information material to the insured’s policy coverage, rights and obligations.

GUIDELINES

CONFLICT OF INTEREST
A conflict of interest exists when your loyalty to, or representation of, a client, insurance company,
or principal could be materially or adversely affected by your interest or duty to another party. You
have a responsibility to avoid a conflict of interest with an insurer. A conflict of interest may be
real, potential, or apparent.
Council’s Conflict of Interest of Guidelines for Insurance Agents, Adjusters, and Salespersons is
included as Appendix A.
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11.3

Usual Practice:
Conduct Specific to Insurance Adjusters

Guidelines - continued

11.3.1 You must take reasonable steps to keep the insured informed of the status of a claim and
respond promptly to the insured’s communications.
11.3.2 You must not attempt to influence a claim through coercion, false or misleading statements
or other improper means.
11.3.3 You must not seek to discourage legitimate claims or cause undue delay in adjusting a claim.
11.3.4 You must fully and promptly inform insureds of material information regarding policy
coverage, limitation periods, claim denials and their rights and obligations in the claims
process, as required in the circumstances.
11.3.5 You must not mislead anyone as to your role in adjusting a claim. This includes who is your
principal. For example, when acting on behalf of an insurance company, you should advise
the insured in your first meeting that you act for the insurance company in the claim and that
the insured is responsible for the hiring and work of contractors, even if facilitated by you.
11.3.6 You must refrain from giving legal advice or discouraging insureds from seeking legal
advice.
11.3.7 You must not deal directly with an insured represented by legal counsel without consent.
11.3.8 You must only act on an adjustment when you have authority from your principal, and then
according to your principal’s instructions.
11.3.9 You must not obtain medical information about an individual without the consent of that
person. (Appendix B)
11.4

EXAMPLES OF MISCONDUCT

11.4.1 Failed to identify a provision in a policy which required the insured to repair or replace
damaged property within 180 days from the date of the loss in order to receive replacement
cost.
11.4.2 Entered a restricted fire scene for the purpose of adjusting the property loss without
authorization from the local fire department.
11.4.3 Disclosed confidential information in promotional material, including testimonials from

claim files, claimant names, file numbers, negotiated settlements and liability decisions.
(Appendix B)
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12.1

Dealing with the
Insurance Council of British Columbia

DEALING WITH THE INSURANCE COUNCIL OF BRITISH COLUMBIA

PRINCIPLE

Licensees benefit from a degree of self-regulation under the Act, in that they are able to participate
in the regulation of their industry. This privilege requires the co-operation and support of licensees.

12.2

REQUIREMENT

You must respond promptly and honestly to inquiries from Council.

12.3

GUIDELINES

12.3.1 Section 231(1)(d) of the Act requires licensees to make a prompt reply to an inquiry from
Council.
12.3.2 It is a breach of the Act under section 231(1)(c) to make a material misstatement in an
application for a licence or in response to an inquiry from Council.
12.4

EXAMPLES OF MISCONDUCT

12.4.1 Failed to reply over several months to a number of inquiries from Council during the course
of a Council investigation.
12.4.2 Swore a false affidavit advising Council that insurance activities had not been conducted
while unlicensed.
12.4.3 Provided false and misleading information on licensing applications to conceal not having
sufficient credits to meet the continuing education licence condition.
12.4.4 Made material misstatements in reply to an inquiry from Council.
12.4.5 Refused to reply to an inquiry from Council.
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13.
13.1

Compliance with
Governing Legislation and Council Rules

COMPLIANCE WITH GOVERNING LEGISLATION AND COUNCIL RULES

PRINCIPLE

Licensees are expected to adhere to all regulatory requirements. In terms of professional practice, as
a licensee you come under the direct regulation of the Financial Institutions Commission and
Council. Violation of the regulatory requirements administered by these bodies not only contravenes
the Code, it can also subject you to prescribed disciplinary action under the Act.

13.2

REQUIREMENT

You must be aware of and comply with your duties and obligations under the Act, the Insurance Act,
the Rules and the Code.

13.3

GUIDELINES

13.3.1 You are required to read, understand and remain current on the applicable regulatory
requirements that apply to you under the Act and Rules. This information is readily available
from a variety of sources. As necessary, Council publishes guidelines and directives to
licensees on specific issues through its Notices, Bulletins and website. To assist you, the
following is a list of specific resources that should be particularly noted. Legislation is
available online at bclaws.ca or at your local library. All other information is available on
Council’s website at insurancecouncilofbc.com or may be obtained by contacting Council’s
office.
13.3.2 You should also be aware of any other legislation, such as the Income Tax Act, Motor Vehicle
Act, or Personal Information Protection Act which may impact your particular practice.
Publications
•
•
•
•
•
•
•

Financial Institutions Act
Insurance Act
Council Rules
Notices
Bulletins
Council Decisions
Licence Conditions
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CONFLICT OF INTEREST GUIDELINES
FOR INSURANCE AGENTS, ADJUSTERS, AND SALESPERSONS (“Guidelines”)
Insurance agents, adjusters, and salespersons (“licensees”) have a responsibility to avoid conflicts of
interest arising between themselves and their clients or insurance companies. When a conflict of
interest arises, or has the potential to arise, a licensee needs to take appropriate action before acting,
or continuing to act, on behalf of a client, an insurance company, or other principal.
The purpose of these Guidelines is to identify situations, actions, or conduct that could lead to, or
result in, a conflict of interest and to assist licensees in understanding the issues relating to conflicts
of interest. In addition, these guidelines provide direction on how to plan for and address situations
when a conflict of interest arises, which licensees may use to manage, or avoid, such conflicts. By
doing so, it may reduce the risk of harm to all parties, including potential harm that could result to a
licensee’s reputation and insurance practice.
1. DEFINITION OF CONFLICT OF INTEREST
A conflict of interest exists when there is a risk that a licensee’s loyalty to, or representation of, a
client, an insurance company, or other principal could be materially or adversely affected by a
licensee’s own interests or by a licensee’s duty to another client, former client, insurance company,
or other third party.
Conflicts of interest include, but are not limited to:
a) A real conflict of interest denotes a situation in which a licensee has knowledge of a
personal, private, financial, or professional interest that is sufficient to influence the
exercise of his or her duties and responsibilities.
b) A potential conflict of interest incorporates the concept of foreseeability, such as
when a licensee can foresee that a personal, private, financial, or professional interest
may someday be sufficient to influence the exercise of his or her duties.
c) An apparent or perceived conflict of interest exists when a reasonable person has an
apprehension that a conflict of interest exists. An apparent conflict of interest can
exist where it could be perceived, or where it appears, that a licensee’s personal,
private, financial, or professional interest or access to information could improperly
influence the exercise of his or her duties, whether or not this is, in fact, the case.
Transparency and full disclosure are factors in the consideration of the existence of a conflict
of interest.
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2. MONITORING/MANAGING CONFLICTS OF INTEREST
A licensee should examine whether a conflict of interest exists, not only at the outset of a
relationship with a client, insurance company, or other principal, but throughout the duration of the
relationship, as new circumstances or information may establish themselves during that period which
could reveal or lead to a conflict of interest.
Where there is a conflict of interest, or the potential for one, a licensee has a responsibility to address
the conflict with the client, insurance company, or other principal before the transaction is
completed, or, if the conflict is not identified until after the transaction, as soon as reasonably
possible.
3. DISCLOSURE OF CONFLICTS OR POTENTIAL CONFLICTS OF INTEREST
A licensee has an obligation to provide appropriate disclosure to a client, in sufficient detail, of all
real, potential, or apparent conflicts of interest to ensure a client can make an informed decision
regarding an insurance transaction. The standard of disclosure should be reasonable and prudent for
the circumstances. Disclosure should include an explanation of the conflict of interest, its relevance
to the insurance transaction, and be provided to the client prior to the client making a decision
whether to proceed with the insurance transaction. In all cases, when disclosure is required, it
should be made in writing.
When there is an irreconcilable conflict between a licensee’s duty to a client, an insurance company,
or other principal and other duties or responsibilities the licensee may have, the licensee should
decline to act, even with consent.
Insurance agents are also required to comply with the disclosure requirements contained in the
Marketing of Financial Products Regulation under the Financial Institutions Act. The disclosure
requirements apply every time an insurance transaction takes place. The disclosure requirements
must include the following:
a) The name of the insurance company whose service or product is being provided.
b) Any relationship (over and above the contractual relationship to represent) between
the insurance company and the licensee offering to provide the service or product
(e.g., a financial institution has loaned funds to the licensee to finance his or her
insurance or other business).
c) Whether a commission or compensation is to be paid by the financial institution to the
licensee offering to provide the service or product.
d) Before acting as an insurance agent, disclosure to the public that the licensee is an
insurance agent.
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4. NEED FOR A CLIENT’S EXPRESS CONSENT
Where there is a conflict of interest, or the potential for one, a licensee should either not act in the
transaction; or where the licensee believes he or she is able to properly represent the client, insurance
company, or other principal without the conflict having a material or negative effect on the
representation of that party, the licensee must act only where express consent to the conflict from the
appropriate parties is obtained.
In such cases, Council recommends that the client, insurance company, or other principal’s express
consent be obtained, in writing, or, in the alternative, that the licensee confirm to the appropriate
parties, in writing, the discussion that occurred regarding express consent.
Express consent must be informed, voluntary, and should take place only after all appropriate
disclosures have been made. Disclosure is an essential requirement in obtaining consent. A licensee
must inform the relevant parties of the circumstances and the reasonably foreseeable ways in which
a conflict of interest could adversely affect the relevant parties interests. Such a disclosure would
include the licensee’s direct or indirect relationship to all parties and any interest or connection with
the relevant matter. Only after the appropriate disclosure has been provided should the relevant
parties be required to determine whether or not to give consent.
Where it is not possible to provide a client, insurance company, or other principal with adequate
disclosure because of reasons such as confidentiality, a licensee should decline to act in the
transaction and the relevant parties should not be afforded the opportunity to determine whether or
not a conflict exists.
In all cases where a conflict of interest exists, or may exist, a licensee must reasonably believe that
he or she is able to represent a client, insurance company, or other principal without the conflict
having a material or negative effect on the licensee’s representation of, and duty to, the relevant
parties. It is recommended that, in such cases, the licensee clearly document why he or she believes
that he or she can reasonably represent the relevant parties. This documentation should be provided
to the relevant parties and maintained in the licensee’s file.
5. EXAMPLES OF CONFLICTS OF INTEREST
While not intended to be an exhaustive list, the following are some examples of conflicts which may
arise.
I.

All Licence Classes

Situations may arise where a licensee:
•

has a personal, private, financial, or professional interest that will, or could, prevent the
licensee from being able to objectively exercise his or her duties and responsibilities to a
client, principal, or insurance company. A licensee’s personal, private, financial, or
professional interest includes, but is not limited to, a direct or indirect financial interest in
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the outcome of any transaction or subject matter involving a client or the interests of a
family member, employee, business partner, or associate.
•

is in a position to take advantage of a client or consumer’s inexperience, age, lack of
sophistication, lack of education, language barrier, or ill health.

•

uses misleading, unnecessary, and/or confusing sales material.

•

may derive personal or private benefit by placing insurance business with a
particular insurer because some form of financial relationship exists between the
licensee and the insurance company, such as ownership or a loan.

•

is in a position to give or receive an inducement to or from a third party (a third
party being a person other than the client or the insurance company involved in the
transaction).

•

engages in other employment, job, or business activity (“business activity”).

While it is acceptable to engage in a business activity while holding licence, there are
business activities that may include real or perceived positions of power or trust. Some
examples include immigration consultant, priest or pastor, teacher, doctor, and police officer.
As an example, should a teacher be permitted to solicit insurance to the parents of his or her
students or a priest or pastor be permitted to solicit members of his or her congregation?
Council, as part of its licence application process, requires applicants to disclose any (noninsurance) business activity. Council reviews such disclosures to determine if the business
activity represents the potential for a conflict of interest.
Council has identified a number business activities which it has determined have the
potential to be, or are, in a conflict of interest with the duties of those holding an insurance
licence. In some cases, the conflict has been determined to be so significant that Council has
declined to grant a licence, and, in other cases, Council has been able to address the conflict
by placing conditions or restrictions on a licence. To assist licence applicants, Council has
posted on its website a list of business activities it has determined are, or may result in, a
conflict. This information is updated regularly and can be found with the Code of Conduct at
http://www.insurancecouncilofbc.com/PublicWeb/CodeofConduct.html.
The purpose of this list is twofold: to ensure licence applicants are aware, before
commencing the licence application process, that a business activity may prevent them from
obtaining a licence; and to provide life agents with details on employment or business
activities that Council views as creating, or having the potential to create, a conflict of
interest.
For those who commence a business activity at some point after being granted an insurance
licence, the responsibility rests with them to identify if the business activity creates, or has
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the potential to create, a conflict of interest, and to ensure they govern their insurance
practice in accordance with past Council decisions.
II.

Life and Accident and Sickness Insurance Agents (“life agent”)
i.

Membership in an organization where charitable giving is involved

A life agent, who is also an influential member of an organization (e.g., deacon in a church or
board member of a charity) and who engages in marketing of insurance as part of a charitable
gift giving program for that organization, is in a position to create a conflict of interest. A
life agent’s position of power or trust within the organization affects his or her ability to
provide unbiased advice and a client’s ability to make a balanced and informed decision. In
such a situation, it would be prudent to use the services of a life agent that is not part of, or
associated with, the organization.
ii. Referral arrangements where some form of compensation to or from a third party is
involved, including the sale of financial products and the giving of expert advice
Any time a life agent pays a fee to a third party as a result of an insurance transaction, the
client must receive written disclosure of this fact before the insurance transaction is
completed. The same is also appropriate where a life agent will receive a fee, or other form
of compensation, from a third party (over and above the usual compensation received from
an insurance company) as a consequence of conducting an insurance transaction. In such
circumstances, written disclosure should be provided to the client, and possibly the insurance
company, prior to the completion of the insurance transaction.
iii. When representing multiple interested parties
There are many scenarios where this situation can apply, with married couples, families, and
business partners being a few examples. While a conflict may not exist at the outset, a
divorce or a dissolution of a business partnership can result in a conflict. Acting for all
parties in these situations, even if all parties agree, can lead to a conflict. In such cases, a life
agent should consider whether he or she should only represent one of the parties and assist
the other in obtaining insurance advice from an arm’s-length insurance agent.
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Conflicts can also arise when a life agent is asked to be the sole executor for an estate,
particularly when he or she is also a beneficiary or continues to act as a life agent for the
estate. In such cases, a life agent needs to consider whether to continue to act as the life
agent or bring in an arm’s-length life agent to represent the estate. Similar issues can arise
where a life agent has been granted a power of attorney for a client. Should the client no
longer be able to manage his or her affairs, continuing to exercise the power of attorney and
act as the life agent creates a conflict of interest.
iv. Moving a client from one insurer to another
If the reason for moving a client from one insurance company to another is because a life
agent no longer represents the original insurance company, the client needs to be advised of
this, even if it is not the primary reason for the change.
v.

Involving a client in investing in an insurance agency or other business activity

Any discussions with a client about investing in, or loaning money to, a life agent, a life
agent’s insurance business, or another business venture is a conflict of interest. Such
discussions should only occur when the client is represented by independent legal and
financial advisors. If a client refuses to obtain independent legal advice, the investment or
loan should not occur.
The same requirements would apply if a life agent were to loan money to, or invest in, a
client, a client’s business, or a related business venture.
III. General Insurance Agents and Salespersons (“general insurance licensee”)
i.

Direct or indirect interest in related businesses (e.g., restoration and construction
companies, building supply companies, and salvage companies)

Where a general insurance licensee has an interest in a business that may be recommended to
a client as a result of a loss, claim, or another insurance transaction, the client and the
insurance company on risk should be advised of this interest prior to the transaction
occurring.
ii. Any financial interest a general insurance licensee has in an insurer or vice versa.
See Section 3 of this Appendix regarding required disclosure.
iii. Moving a client from one insurer to another
If the reason for moving a client from one insurance company to another is because a general
insurance licensee no longer represents the original insurance company, the client needs to be
advised of this, even if it is not the primary reason for the change.
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iv. Involving a client in investing in an insurance agency or other business activity
Any discussions with a client about investing in, or loaning money to, a general insurance
licensee, a general insurance licensee’s insurance business, or another business venture, is a
conflict of interest. Such discussions should only occur when the client is represented by
independent legal and financial advisors. If a client refuses to obtain independent legal
advice, the investment or loan should not occur.
The same requirements would apply if a general insurance licensee were to loan money to, or
invest in, a client, a client’s business, or a related business venture.
IV. Insurance Adjusters
i.

Direct or indirect interest in related businesses (e.g., restoration and construction
companies, building supply companies, and salvage companies)

Where an insurance adjuster has an interest in a business that may be recommended to a
client as a result of a loss or claim, the insured and the insurance company should be advised
of this interest at the time of the recommendation.
In addition, if an insurance adjuster has a relationship or understanding with a contractor,
restoration company, or service or product supplier that may result in some form of
compensation, gift, or inducement being paid because of a referral by the insurance adjuster,
the insured and the insurance company should be advised of this interest at the time of the
recommendation.
ii. Relationship – a proper explanation to an insured that the insurance adjuster
“works” for the insurance company
While an insurance adjuster has duties to an insured during the claim process, the insurance
adjuster is usually contracted to represent the insurance company. The insured needs to
know and understand that the insurance adjuster’s primary duty is to the insurance company.
This relationship needs to be explained to the insured at the first meeting.
iii. Relationships that may exist between the insured and the insurance adjuster
Where a relationship exists between an insurance adjuster and an insured, the insurance
adjuster must disclose this relationship to the insurance company before commencing to
adjust the claim.
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CLIENT CONFIDENTIALITY GUIDELINES
FOR INSURANCE AGENTS, ADJUSTERS, AND SALESPERSONS (“Guidelines”)
Maintaining the privacy and confidentiality of client information is one of the cornerstones of the
insurance industry. The insurance industry is built on trust and clients expect that when they provide
their personal information for the purposes of an insurance transaction, the information will be
properly protected and will only be used for the purpose for which the information was provided,
unless the client expressly authorizes otherwise.
In 2009, Council issued Notice ICN 09-003 Penalties for Unauthorized Access of the Insurance
Corporation of British Columbia’s Database advising licensees there would be no tolerance for
intentional unauthorized access to, or use of, a person’s information. Since then, Council has
identified situations where licensees failed to appreciate that even seemingly innocuous activities
could result in a breach of privacy.
The purpose of the Guidelines is to assist licensees in understanding client confidentiality
requirements, which involve a number of factors pertaining to the collection, use, disclosure, storage,
and destruction of clients’ personal information.
Licensees should make themselves aware of these factors and ensure they are accounted for in their
day-to-day operations. Ideally, licensees should have written policies and procedures governing
client privacy and take reasonable steps to ensure that all staff are aware of these policies and act
accordingly.
I.

DEFINITION OF PERSONAL INFORMATION

A client’s personal information is defined as all information collected by a licensee about the client,
excluding publicly available contact information.
II. USING CLIENT INFORMATION
In accordance with Council Rule 7(1), a licensee cannot divulge or use any information derived from
a client, except for the purpose for which the information was obtained, unless expressly authorized
by the client or as required by law.
III. EXPRESS CLIENT AUTHORITY
Express authority from a client must be clear and leave no dispute that the client has allowed a
licensee to use or disclose his or her personal information for a specific purpose other than the
purpose for which the information was given or intended.
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Council acknowledges that express authority can be given either orally or in writing, but
recommends that, whenever possible, it be obtained in writing from the client or, if given verbally,
subsequently confirmed with the client in writing by the licensee. Without written express authority,
it is difficult for a licensee to demonstrate that he or she acted appropriately should a concern arise
regarding the handling of the client’s information.
Without express authority from the client, the following situations would be a breach of Council’s
confidentiality requirements:
•

A client’s information is used or accessed by a licensee, either directly or
indirectly, for purposes other than what it was collected for.

•

A licensee uses a client’s information to promote the licensee’s services or
products.

•

A licensee provides information upon request about a client to a licensee who
works at a different agency.

•

A licensee provides information about a client to the client’s spouse, relative, or
friend, regardless of the reason.

•

An insurance adjuster provides information about an insured to the insured’s
insurance agent.

•

A licensee shares a client’s information with a third party so that the third party
can offer another service to the client.

The above examples are not meant to be exhaustive, but are intended to demonstrate that an action,
no matter how innocuous, could be a breach of client confidentiality.
IV. PROTECTING CLIENT INFORMATION
A licensee has a duty to safeguard all of a client’s personal information that is in his or her
possession. A licensee is responsible for determining the appropriate safeguards necessary to meet
this duty. Such safeguards must address the accumulation, storage, and, when appropriate, disposal
of a client’s personal information.
As an example, disposal of a client’s personal information in a manner that could expose the
information to access by any unauthorized party, intentionally or otherwise, would constitute a
breach. Disposing of personal information in a garbage or through a shredding service, where the
service provider does not have appropriate confidentiality protocols in place, would be considered
breaches.
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V. SALE OR TRANSFER OF CLIENT INFORMATION
Section 20 of the Personal Information Protection Act (“PIPA”) provides direction on what is
required if a licensee’s book of business is being sold to another licensee. In summary:
A licensee may disclose personal information about clients, without their consent, to a
prospective purchaser (“third party”) of the clients’ information, if it is necessary for the
third party to determine whether to purchase the licensee’s book of business. However,
this may only occur if the licensee and the third party have entered into an agreement that
limits the third party’s use or disclosure of the clients’ personal information solely for
purposes related to the purchase of the book of business.
If a licensee proceeds with a sale of a book of business, the licensee may disclose,
without consent, clients’ personal information contained in the book of business to a third
party on the condition that the third party may only use or disclose the personal
information for the same purposes for which it was collected, used, or disclosed by the
licensee and is limited only to the personal information covered by the business
transaction. In addition, the clients whose personal information was disclosed must be
notified the business transaction has taken place and personal information about them has
been provided to the third party. In such cases Council recommends that the disclosure
to the clients be timely (30 calendar days after completion of the sale) and in writing.
If the sale does not proceed or is not completed, the licensee must ensure the clients’
information is appropriately destroyed by the third party or returned to the licensee.
Orphan Clients – Reassignment of Life Insurance Policies
When an agency (for the purposes of this section an agency means a life insurance agency or a life
insurance managing general agent) knows the Agent of Record (“AOR”) for a policy is no longer
available to service the client, it may assist in the reassignment of the policy to another licensed
agent.
An agency may take an active role in this process by informing the client that their AOR is no longer
an insurance agent or has ceased to represent the agency and by offering to assist the client in
reassigning their policy to a new AOR. In such situations, the client has the option of declining the
agency’s service and can elect to find their own AOR.
The appointment of a new AOR by an agency should not occur without first notifying the client and
no personal information should be provided to a (potential) new AOR without first obtaining the
client’s consent. The recommended process of client notification is by way of letter, advising them
of the status of their AOR and what is required to obtain a new AOR.
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VI. AGENCIES, FIRMS, AND NOMINEES
It is the responsibility of insurance agencies and firms and their nominees to ensure their licensees
and employees understand the confidentiality requirements and that appropriate measures and
safeguards are in place to protect personal information.
Such measures should include:

VII.

•

Periodic reviews and testing of how clients’ personal information is managed and
handled.

•

Appointing an appropriate person to oversee the agency’s or firm’s duties in this
regard.

•

Implementing strict procedures on the management and handling of personal
information.

PRIVACY LEGISLATION

Council’s position and requirements on client privacy and confidentiality do not override the
requirements under existing legislation. Rather, the Guidelines are intended to emphasize to
licensees the importance of client privacy. Licensees are reminded that PIPA governs their
activities, which includes requiring that:
•

A licensee designate one or more individuals to be responsible for the licensee’s
compliance with PIPA.

•

Policies and practices be developed to ensure compliance with PIPA.
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